Dear Friends of Education: 

As the trustee of a great deal of data and information about the performance and achievements of students attending public schools in Rhode Island, we take seriously our responsibility to protect the personal privacy of all students. Among the data we possess are records of student performance on statewide assessments. Rhode Island is now a member of a multi-state assessment consortium called the Partnership for Assessment of Readiness for College and Careers, or PARCC. All PARCC member states share a commitment to protecting the privacy rights of all students. 
To that end, the PARCC Consortium states, together with legal counsel, developed a Data Privacy and Security Policy to ensure that the administration of PARCC assessments complies with all state and federal laws and regulations. The guiding principles of the policy are:

· States retain responsibility for and control over their data. Neither PARCC nor PARCC contractors will share student data with any outside entity, including the federal government.

· States must give permission to PARCC and PARCC contractors in order for them to access any personally identifiable information – and PARCC and contractors may access data only for the specific purposes that the PARCC states define.

· The Data Privacy and Security Policy applies not only to PARCC member states but to all  PARCC contractors as well.

Federal and state laws and regulations have, over time, established comprehensive security policies and procedures to protect individual-student level data. A brief description of these policies with links to further information is outlined below.

The federal Children’s Online Privacy Protection Rule (COPPA) went into effect in 2000 and was amended in 2013. COPPA is particularly applicable to PARCC testing because it protects the privacy and confidentiality of online child or student information.  The R.I. Department of Education (RIDE), along with schools and districts, is working with companies to provide online support to parents and students such as parent portals, web-based homework help, and diagnostic screening and assessment. As we work to develop this support, COPPA ensures that schools, districts, and the state can share only student information that is relevant to a specific educational purpose. Therefore, the companies we are working with cannot use any student information for commercial, research, or other purposes. For more information, visit: http://www.coppa.org/
COPPA was preceded by the Family Educational Rights and Privacy Act of 1974 (FERPA), which prohibits the disclosure to a third party of a student’s “protected information.”  This restriction applies regardless of whether information is conveyed by hand delivery, verbally, fax, mail, or electronic transmission. As with assessments such as PARCC, FERPA regulations require schools and school districts to use “reasonable methods” to ensure that teachers and other school officials obtain access only to those records in which they have legitimate educational interests. For more about FERPA, visit: http://www2.ed.gov/ferpa 
The Rhode Island Educational Bill of Rights became law in 1991. This law further articulates the rights of students regarding the privacy of their educational records, including the right to have their records kept confidential and not released to any individual, agency, or organization without prior written consent of the parent, legal guardian, or eligible student, except to the extent that the release of the records is authorized by the provisions of 20 U.S.C. § 1232g or other applicable law or court process.
Similarly, the Rhode Island Access to Public Records act (Rhode Island General Laws, 38-2) specifies that certain records “shall not be deemed public,” including records “the disclosure of which would constitute a clearly unwarranted invasion of personal privacy,” RIGL 38-2-2(4)(A)(I)(b), and records…required to be kept confidential by federal law or regulation or state law.” RIGL 38-2-2(4)(S). See: http://webserver.rilin.state.ri.us/Statutes/title38/38-2/INDEX.HTM.
Finally, we have reiterated our commitment to privacy and security by developing a Data and Management Policy to ensure that we securely maintain all student data in our possession and control, that we provide safeguards for all personally identifiable information, and that we store and use all data we receive in complete accordance with applicable state and federal laws and regulations.
In short, we are committed to collecting and retaining accurate data about education in Rhode Island, using data wisely to improve teaching and learning, and protecting the privacy rights of Rhode Island students and their families. 
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